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H3C S6520X-El Series
Enhanced 10GE Switches
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Product overview

H3C 56520X-El Switch Series —Industry-leading high performance and scalable 10GE access switching
solution with modular dual power, fixed or modular uplinks (10GbE/40GbE/100GbE) and IRF for resiliency.
The series offers OSPF/BGP and multicast, SDN enabled and flexible management.
The S6520X-El switch series contains the following models:
1. H3C 56520X-54HC-El—provides 48 x 1/10G SFP+ ports, 2 x QSFP28 ports(100G, can be split into
four 25GE ports), 2 x expansion slots, 2 x fan tray slots, and 2 x power module slots
2. H3C S6520X-30HC-El—provides 24 x 1/10G SFP+ ports, 2 x QSFP28 ports (100G, can be split
into four 25GE ports), 2 x expansion slots, 2 x fan tray slots, and 2 x power module slots
3. H3C S6520X-54QC-El—provides 48 x 1/10G SFP+ ports, 2 x QSFP+ ports (40GE, can be split into
four 10GE ports.), 2 x expansion slots, 2 x fan tray slots, and 2 x power module slots
411 H3C S6520X-30QC-El—provides 24 x 1/10G SFP+ ports, 2 x QSFP+ ports (0GE, can be split into

four T0GE ports.), |2 x expansion slots;[2 x fan tray slots, and 2 x power module slots

5. H3C 56520X-54HF-El—prg x 1/10G SFP+ ports, 6 x QSFP28 ports, 3 x fan tray slots, and
2 x power module slots

6. H3C 56520X-30HF-El—pravides 24 x 1/10G SFP+ ports, 6 x QSFP28 ports, 3 x fan tray slots, and

4.1.2

2 x power module slots

b e kl.-:’ z
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S6520X-30HF-E| S6520X-54HF-EI
Features and benefits

Open application architecture

In H3C open application architecture (OAA), the switch can accommodate high-performance OAP modules
to offer dedicated services such as firewall, IPS, or load balancing in addition to conventional forwarding

services. By installing OAP modules, the customers can use the switchg O[@' dddviréwBhgut

having to buy separate service appliances, such as a firewall device. SOLUTION
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High-density 10GE forwarcing

The switch offers high-density 10GE forwarding and can expand 10GE ports flexibly. It provides
48/24*10/1GE autosensing SFP+ ports, two QSFP28 or QSFP+ ports onboard, and two expansion slots that
support up to 11 kinds of modules range from GE to 10GE, 25GE, 40GE, 100GE and Multi-giga ports. Using

a QSFP+ to SFP+ splitter cable, you can split a QSFP+ port into four line-rate 10GE SFP+ ports. Max

72*10GE supported on one single switch. 4.1.19

Embedded Access Controller

H3C S6520X-El implements the WLAN function by installing an AC feature pack on the main control unit;
thereby implementing both the wired function and the WLAN function on a single device, Embedded AC is)
a low-cost WLAN solution, save overall investment, improve forwarding capacity, realized a true unified
wired and wireless solution in Campus. Max256 AP supported on one single switches.

H3C Intelligent Resilient Framework 2 (IRF2) 4.1.12

H3C Intelligent Resilient Framework 2 (IRF 2) virtualizes multiple S6520X-El switches into one virtual switch
and provides the following benefits;

e Scalability—IRF 2 allows you to add devices to the IRF 2 system easily. It provides a single point of
management, enables switch plug-and-play, and supports software auto-update for software
synchronization from the master to the new member devices. It brings business agility with lower total
cost of ownership by allowing new switches to be added to the fabric without network topology
change as business grows.

e High availability—The H3C proprietary routing hot backup technology ensures redundancy and
backup of all information on the control and data planes and non-stop Layer 3 data forwarding in an
IRF 2 fabric. It also eliminates single point of failure and ensures service continuity.

e Redundancy and load balancing—The distributed link aggregation technology supports load sharing
and mutual backup among multiple uplinks, which enhances the network redundancy and improves
link resources usage.

e Flexibility and resiliency—The switch uses standard GE ports instead of specialized ports for IRF links
between IRF member devices. This allows customers to assign bandwidth as needed between uplink,
downlink, and IRF system connections. In addition, an $6520X-El IRF fabric can span a rack, multiple
racks, or multiple campuses.

Wide range of advanced features

The switch offers a wide range of features, including:

o Modular hardware and software design—The switch uses modular, hot swapping, and redundancy
design for hardware, including power modules and fan trays. The switch also uses modular design for
software, which enables feature installation and removal on an as-needed basis. Refined physical
architecture and optimized software workflows greatly reduce the end-to-end packet processing
delay.

o Software-defined networking (SDN)—An innovative network architecture that separates the control
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plane from the forwarding plane, typically by using OpenFlow. SDN significantly simplifies network
management, reduces maintenance complexities and costs, enables flexible traffic management, and
offers a good platform for network and application innovations.

e Virtual eXtensible LAN (VXLAN)—A MAC-in-UDP technology that provides Layer 2 connectivity
between distant network sites across an IP network. VXLAN enables long-distance virtual machine and
data mobility and is typically used in data centers and the access layer of campus networks for
multitenant services. The H3C implementation of VXLAN supports automatic VXLAN tunnel
establishment with EVPN.

e Ethernet Virtual Private Network (EVPN) is a Layer 2 VPN technology that provides both Layer 2 and
Layer 3 connectivity between distant network sites across an IP network. EVPN uses MP-BGP in the
control plane and VXLAN in the data plane. EVPN provides the following benefits: Configuration
automation; Separation of the control plane and the data plane; Integrated routing and bridging (IRB).

o In-Service Software Upgrade (ISSU) and Operation, Administration, and Maintenance (OAM)—
Ensure business continuity and improve Ethernet management and maintainability.

Comprehensive security control policies

The switch supports AAA authentications (including RADIUS authentication) and dynamic or static binding
of user identifiers such as user account, IP address, MAC address, VLAN, and port number.

Using the switch in conjunction with H3C IMC, you can manage and monitor online users in real time and
take prompt action on illegitimate behaviors.

The switch offers a large number of inbound and outbound ACLs and VLAN-based ACL assignment. This
simplifies configurations and saves ACL resources.

MACsec

MACsec is an ideal hop-by-hop link-layer security protocol for Ethernet networks, which are typically

insecure. It provides the following services:

e Data encryption—Encrypts data over the Ethernet link to protect data against security issues such as
eavesdropping.

e Anti-replay—Prevents packets from being intercepted and modified en route to protect the network
against unauthorized access.

e Tampering protection—prevents packet tampering to protect data integrity.

MACsec supports the following deployments:

e Client-oriented—Protects data transmission over the link between the client and its access device.

e Device-oriented mode—Protects data transmission over the link between two peering devices.

The switch can cooperate with H3C iNode client and core switches such as S10500 and S7500E to provide

a complete MACsec solution. 4.1.21

High availability

In addition to node and link protection, the switch offers the following hardware high availability features:

[
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e 1+1 power module redundancy and 1+1 fan tray redundancy. 0
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Automatic power and fan tray status monitoring and alarming mechanisms.
Automatic fan speed adjustment based on the change in temperature.
o Self-protection mechanisms that protect power modules against overcurrent, overvoltage, and

overtemperature conditions.

Outstanding management capacity

The switch provides a variety of management features and is easy to manage. It offers the following dpvice

management features: 4.1.24

e Provides multiple management interfaces, including the console port, out-of-band management
Ethernet port, and USB port:

e Supports configuration and managementifrom CLI or H3C IMC Intelligent Management Center.
e Supports multiple access methods, including SNMPv1/v2¢/v3, Telnet/and more secure SSH 2.0 and
SSL.

e Uses OAM to enhance system management capability. 4.1.23

e Supports FTP for system upgrade. 4.1.18
Smart Management Center (SmartMC)

SmartMC is H3C" s latest offering and innovation that helps small and middle size enterprise network to)
address management issue and is free of charge, easy to use web management tool. SmartMC is
embedded network management tool into the switch, it includes commander switches and other access
switches.

SmartMC delivers the following benefits:

e Intelligent operation: once the switch is powered on and SmartMC function is enabled, topology will

be created automatically and user can go enhanced web GUI to check the latest status.

e Centralized management: all management can be achieved via commander switch such as centralized
configuration backup, and software version management, increasing working efficiency.

e One key device replacement: in case of one switch failure, the new added same type switch can
download the same configuration and work as old switch immediately

Based on DRNI architecture

H3C S6520X-El series switches support DRNI (Distributed Resilient Network Interconnect) cross-device
interconnection aggregation technology, and realize the cross-device interconnection by virtually
expanding two physical devices into one Aggregate to keep controls independent of each other, provide
device-level redundancy protection and traffic load sharing, and improve system reliability.

Visualization ability

H3C S6520X-El series switches support Telemetry technology, which can send the switch's real-time
resource information and alarm information to the O&M platform through the GRPC protocol.

The platform can realize network quality backtracking, troubleshooting, risk early warning, architecture
optimization and other functions to accurately guarantee user experience by analyzing r¢al-time data.
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2-port 25GE SFP28 interface module
2-port 40GE QSFP+ interface module
8-port 25GE SFP28 interface module (for $6520X-54HC-E)
2-port 100GE QSFP28 interface module (for S6520X-54HC-EI)

$6520X-30HC- | S6520X-) S6520X-54HC- S6520X- 5$6520X-30HF-
Item £l 30QC-El Bl 54QC-El S6520X-54HF-EI I
CPU Dual Core, 1.6GHz
Box sv-vutchlng 415 2.56Tbps
capacity
CP:;:;‘:;C*""Q 1680Gbps 960Gbps 2160Gbps 1440Gbps 2160Gbps 1680Gbps
pan et 705(4.1.6 || 705Mpps 1050M 1050M 600M 600Mpps
forwarding rate = o PPs pps Bps Pps PP
Dimensions (H i
% W x D) 43.6 x 440 x 360 mm (1.72 x 17.32 x 14.17 in)
Weight <7.4KG | <7KG [ s7.6KG | <7.2KG <6KG | <5.5KkG
Flash/SDRAM 1GB/2GB
Console ports | 1
Management 1
Ethernet ports
USB ports 1
SFP+ 24 24 8 48 48 24
QSFP - 2 - 2 - -
QSFP28 2 - 2 - 6 6
Expansion slots | 2 -
Stacking ;
| bandwidth Maximum 480Gbps
Maximum
stacking num 9 4.1.12
2-Port 10G SFP Plus Ethernet Optical Interface Module
4-Port 10G SFP Plus Ethernet Optical Interface Module
8-Port 10G SFP+ with MACSec Interface Module
Exnansibs 8-Port 1/2.5/5G BASE-T Ethernet Copper Interface Module
msdules 8-Port 1/2.5/5/10G BASE-T Ethernet Copper Interface Module N/A

Input voltage
range

Rated: 100 VAC to 240 VAC @ 50 Hz/60 Hz
Max.: 90 VAC to 264 VAC @ 47 Hz to 63 Hz
Rated voltage range: —48 to —-60 VDC

Rated voltage range: 100 to 240 VAC

@ 50/60 Hz

Max voltage range: 90 to 264 VAC @

Max voltage range: —36 to —72 VDC 47 to 63 Hz
Fan trays 2 hot swappable fan trays, adjustable speed, and invertible airflow
PS slots 2 3
Idle power i;’v%'e - gg‘v?l'e o Single AC: 44W :;nv?lle e Single AC: 29W | Single AC: 29W
consumption Dual AC:43W | Dual AC: 43W Dual AC: 49W Dual AC: 44W Dual AC: 36W Dual AC: 35W
Max power | Sngle AC: Single AC) Single AC: 249w | Single AC: Single AC: 163w | Single AC:
consumption e e Dual AC; 251W £Riy Dual AC: 162W Y
P Dual AC: 200W | Dual AC: 183W | ~ 2 Dual AC: 234W : Dual AC: 134W

——— 0°C to 45°C (32°F to 113°F)

RE[2I -60m-5000m altitude: From Om, the maximum operating temperature reduce by 0.33°C for every time 100 the
temperature 9 P y y

altitude increases by 100m.
Storge .40°C to 70°C(-40°F to 158°F) 4.1.26
temperature
Operating &
storage 5% RH to 95% RH, non-condensing
humidity e
MTBF(Year) 63.4 62.8 60.8 60.2 rot li MNER
MTTR(Hour) s |1 1 DUIL UL TN
Packet Buffer N ST Lj RN OWM i
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Virtualization

Intelligent Resilient Framework 2 (IRF2)

Distributed device management

Distributed link aggregation

Distributed resilient routing

Stacking through standard Ethernet ports

Local device stacking and remote device stacking

LACP-, BFD-, and ARP-based multi-active detection (MAD)

Link
aggregation

10GE/40GE/100GE port aggregation
Static aggregation
Dynamic aggregation

Jumbo frame

Supported

MAC address
table

[Max. 128K MAC address entries || 17
Static MAC address
Blackhole MAC address

MAC learning limit

OpenFlow

OpenFlow 1.3

4.1.4

VXLAN

VXLAN L2 switching
VXLAN L3 routing
VXLAN VTEP

4.1.17

IS-1S+ENDP distributed control plane
MP-BGP+EVPN distributed cantrol plane
enklow+Netconf|centralized control plane

4.1.4

VLAN

Port-based VLANKup to : S,
[ FO! A AN P to 402 B A no 4'1.3

Default VLAN

QinQ and flexible QinQ
VLAN mapping

PVST+ and RPYST+

Traffic
moniforing

sFlow, | [4.1.14

LLDP

LLDP/LLDP-MED

DHCP

DHCP client

DHCP snooping

DHCP relay

DHCP server

DHCP snooping Option 82/DHCP relay Option 82

ARP

4.1.11

Max. 64K ARP

Static entry

Gratuitous ARP

Common proxy ARP and local proxy ARP
Dynamic ARP inspection

ARP anti-attack

ARP source suppression

ARP detection based on DHCP snooping safety entries, 802.1X entries, and IP/MAC static binding entries |

Routing

64K IPV4 routing entries

32K IPV6 routing entries

IPv4/IPv6 static routing

Dynamic routing such as RIP v1/2 and RIPng
Policy routing

Equal-cost multi-path routing (ECMP)

VRRP

OSPFvi/v2/v3

BGP

1S-1S

4.1.10

IPv6

Neighbor Discovery (ND) |

PMTU T@/?S TYRNON
77m OLUTION

ICMP v6, Telnet v6, SFTP v6, SNMPR v6, BFD v6, VRRP v3
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IPv6 tunnel
IGMP Snooping v2/v3
IGMP Snooping fast-leave 4.1.9
IGMP Snooping group-policy
Multicast PIM-S_M-an_d FIM-35M
PIM snooping
| MVRP (GVRP analog) |4.1.3
MFF
Enhanced Layer 3 multicast
Support MPLS
MPLS Support MCE
[ support MPLS VPN, vPLS) |4.1.10
Zero DHCP auto-config
configuration CWMP-TR069
.B roadca?t/MuIt Storm suppression based on port bandwidth percentage
icast/Unicast ¢
clisun Storm suppression based on PPS
; Storm suppression based on BPS
suppression
STP/RSTP/MSTP
LGapates STP Root Guard 4.1.8
redundant e Guarc.l
Layer 2 B.PDU Blocking and Root Guard
topology Link Detection (UDLD)
Digital Diagnostic Monitor (DDM)
(G.8032 Ethernet ring protection switching (ERPS):
Rate limit for receiving and transmitting packets,
41.20 flcar
Eight output queues per port
Flexible queue scheduling algorithms based on both port and queue, including SP, WDRR, WRR, WFQ, and
SP+WRR!
e 802.1p priority and DSCP priority
4.1.22 ‘ Layer 2 to Layer 4 packet filtering
Traffic classification based on source MAC, destination MAC, source IP, destination IP, port, protocol, and VLAN

Time range
WRED

Mirroring

Flow mirroring

N:4 port mirroring

Local port mirroring and remote port mirroring
Policy-based Mirroring

Traffic Mirroring

Security

Hierarchical user management and password protection
MAC-based authentication
802.1X

Storm constrain

AAA authentication
RADIUS authentication
HWTACACS

SSH2.0

Port isolation

IP/Port/MAC binding

IP source guard

HTTPs

SSL

IEEE

|
Public Key Infrastructure (PKI) i
CPU protection g é ) THURNON
Control Plane Protection (CoPP), Wireless Intrusion Prevention System (WIPS) OLUTION
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IEEE 802.3ad
IEEE 802.3bz
IEEE 802.1

|EEE 802.1x

4.1.4

4.1.16

mfﬁmﬁq
IEEE 802.1

IEEE 802.1w
IEEE 802.1s

Loading and
upgrading

Loading and upgrading through XMODEM/FTP/TFTP
Loading and upgrading from USB

Management
and
maintenance

Configuration from CLI
Login through Telnet, and the console port
Job scheduler

ISSU
VvCT

802.1ag and 802.3ah
Simple Network Management Protocal (SNMP)

IMC network
System log

management system

Alarming based on severity

NTP

Power, fan, and temperature alarming
Debugging information output
Ping and Tracert

Track
Telnet-based

remote maintenance

EMC

FCC Part 15 Subpart B CLASS A
ICES-003 CLASS A

VCCI CLASS A

CISPR 32 CLASS A

EN 55032 CLASS A

AS/NZS CISPR32 CLASS A

CISPR 24
EN 55024

EN 61000-3-2
EN 61000-3-3

GB/T 9254
YD/T 993

Safety

UL 60950-1

CAN/CSA C22.2 No 60950-1

IEC 60950-1
EN 60950-1

AS/NZS 60950-1
FDA 21 CFR Subchapter J

GB 4943.1

Ordering Information

Product ID

Product Description

LS-6520X-30QC-EI-GL

H3C $6520X-30QC-El L3 Ethernet Switch(24SFP Plus+2QSFP Plus+2Slot),No Power

LS-6520X-54QC-EI-GL H3C S6520X-54QC-El L3 Ethernet Switch(48SFP Plus+2QSFP Plus+2Slot),No Power
LS-6520X-30HC-EI-GL H3C S6520X-30HC-EI L3 Ethernet Switch(24SFP Plus+2QSFP28+25lot)No Power
15-6520X-54HC-EI-GL H3C $6520X-54HC-EI L3 Ethernet Switch(48SFP Plus + lopNoPower _
L5-6520X-30HC-El H3C $6520X-30HF-E| L3 Ethernet Switch(24SFP Plus+6QEFP8)’ B 6HRAy
LS-6520X-54HC-El 520X-54HE-EI LB Ethernet Switch(48SFP Plus+6QSFP28]No Poter| 7 "~
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Commissioned by
TO”Q New H3C Technologies Co., Ltd.

H3C $6520X-51/56520X-EI/56520X-HI Series Intelligent 10GE Switch

Performance Evaluation and Feature Validation

Executive Summary

H3C S6520X Switch Series —Industry-leading high performance and scalable 10GE access switching solution with modular dual power, fixed or
modular uplinks {10GE/40GE/100GE) and IRF for resiliency. The S6520X series offers OSPF/BGP,. multicast, SDN capability and flexible management.

Some S6520X Series switch models can integrate wireless access controller functions to achieve wireless/wired local forwarding at the access layer,
eliminate wireless control bandwidth bottlenecks, expand wireless deployment scale, and save user investment costs.

The 56520X-5I Series Ethernet Switches provide 10M/100M/1000M/2.5G/5G/10GBase-T adaptive Ethemet ports or 10GE SFP+ optical ports, and
support 10GBase-T Ethemnet ports, 10GE SFP+ optical ports, 25GE SFP28 optical ports, 40GE QSFP+, 100GE QSFP28 optical ports through modular
cards. In the enterprise network, it can be used as an access device to provide GE/2.5GE/SGE/10GE to desktop endpoints, or as the core of small and
medium-sized enterprises; in Metro networks or industry networks, it can provide GE/10GE access to end users or connect low-end switches, and
can provide uplink aggregation to the core switch through 10GE or 40GE fiber or link aggregation.

H3C commissioned Tolly to evaluate S6520X aggregation switch’s performance, capacity and features.

H3C S6520X-S1/56520X-El/56520X-HI Series Switches

S$6520X-SI switches

CITIICIIT

S6520X-El switches

5$6520%-HI switches

Source: Tolly, December 2021

© 2022 Tolly Enterprises, LLC Tolly.com Page | of 21
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IRF Stack

Intelligent Resilient Framework (IRF) is H3C's
stacking technology to stack multiple
switches into one for management and
forwarding with high availability.

IRF Stacking Bandwidth

With up to 6*40GE links as the stacking links
between two 56520X-5I switches, the stack
supports up to 240Gbps stacking
bandwidth.

Because of the stacking averhead on
packets, the stack with two S6520X-54XC-
UPWR-SI supported up to 461.7Gbps
bidirectional aggregated stacking
throughputin the test;

With 5*100GE links as the stacking links
between two S56520X-EI/S6520X-HI
switches, the stack supports 500Gbps
stacking bandwidth.

Because of the stacking overhead on
packets, the stack with two S6520X-54HC-EI
supported up to 936Gbps bidirectional
aggregated stacking throughput in the test;
the stack with two S6520X-54HF-EI
supported up to 936Gbps bidirectional
aggregated stacking throughput in the test;
the stack with two S6520X-54HC-HI
supported up to 936Gbps bidirectional
aggregated stacking throughput in the test;
the stack with two $6520X-54HF-HI
supported up to 933Gbps bidirectional
aggregated stacking throughput in the test.

Load Balancing

In an IRF stack with S6520%-SI/S6520X-El/
S6520X-HI switches, the stacking links
support load balancing for the traffic
between IRF members.

© 2022 Tolly Enterprises, LLC

| H3C 56520X-51/56520X-EI/S6520X-HI Series Switch

LBNEITAMANIR

Single-point Management

Administrators can connect to any one of
the stack members to manage the entire
stack of S6520X-SI/S6520X-EI/S6520X-HI
switches.

4.1.8

Layer 2 Features

STP/RSTP/MSTP/PVST

The S6520X-SI/S6520X-El/S6520X-HI switch
supports the Spanning Tree Protocol (STP),
Rapid Spanning Tree Protocol (RSTP),
Multiple Spanning Tree Protocol (MSTP), and
Spanning Tree in Per VLAN Mode (PVST
mode)

ERPS

The S6520X-51/56520X-El/S6520X-HI switch
supports the Ethernet Ring Protection
Switching (ERPS) protocol with less than
50ms failover time.

RRPP

The 56520X-5I/56520X-El/S6520X-HI switch
supports the Rapid Ring Protection Protocol
(RRPP) with less than 50ms failover time.

Smart Link

The S6520X-51/56520X-El/S6520X-HI switch
supports the Smart Link with less than 50ms
failovertime,

Link Aggregation High Availability

With link aggregation from the IRF stack
members to the uplink or downlink device,
traffic is load balanced between the IRF
members with $6520X-S1/56520X%-El/
$6520X-HI switches, When one IRF member
is rebooted or one link in the aggregation
group is shutdown, there is 0 packet loss.
(Note: The zero loss feature needs to be
enabled on the switch)

H#222129

VLAN

The S6520X-SI/S6520X-EI/S6520%-HI switch
supports 4,094 VLANs,

Layer 3 Features

BFD for VRRP

The S6520X-51/56520X-E/56520X-HI switch
supports BFD for VRRR. With the 3ms BFD
sending interval, the traffic failover time is
about 13ms when the link to the VRRP
master fails.

BFD for IPv4 Routing Protocols

The S56520X-51/56520%-E/S6520%-HI switch
supports BFD for IPv4 routing protocols to
quickly detect the forwarding path failure
with the curent active routes and trigger the
route and traffic failover.

The failover time for each IPv4 routing
protocol in the test s as follows:

BFD for static route: 12.4ms;

BFD for RIP FRR: 14.2ms;

BFD for OSPF FRR LFA: 11.3ms;

BFD for IS-IS FRR LFA: 11.6ms;

BFD for BGP FRR: 14.9ms.

BFD for IPv6 Routing Protocols

The 56520%-5I/S6520X-El/S6520X-HI switch
supports BFD for IPv6 routing protocols to
quickly detect the forwarding path failure
with the cument active routes and trigger the
route and traffic failover.

The failover time for each IPv4 routing
protocol in the test is as follows:

BFD for static route: 16.3ms;

BFD for RIPng FRR: 13.2ms;

BFD for OSPFv3 FRR LFA: 12.3ms;

BFD for IS IPv6 FRRLFA: 12.2ms;

BFD for BGP4+ FRR: 12.1ms.

Tolly.com
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Attack Source Tracing

H3C S6520X-51/S6520X-EI/S6520X-HI
supports attack source tracing to identify the
attacker and respond with certain actions
(interface error down, alarm, etc)

MFF

MAC-forced Forwarding (MFF) isolates user
devices in a broadcast domain at Layer 2.
MFF ensures that all traffic, including traffic in
the same VLAN, is sent to the gateway, so
that the gateway can monitor data traffic
and prevent malicious attacks between
users. H3C S6520X-51/56520X-El/S6520X-HI
supports MFF.

IP Source Guard

H3C S$6520X-51/56520X-E1/56520X-HI
supports IP source guard to prevent IP
address spoofing attacks (unauthorized
hosts access and attack the network with
forged IP addresses). The device validates IP
packets' source IP, source MAC, VLAN ID and
interface with the binding table (static or
DHCP snooping) for forwarding.

H3C 56520X-51/56520X-EI/S6520X-HI Series Switch

LONFEITAMANIG

fitter out invalid packets based on the user-
bind table. The user-bind table is generated
by ND snooping and DHCPv6 snooping. To
check the validity of the source addresses in
IPv6 data packets, the IP source guard
feature needs to be enabled.

Secure Boot

H3C $6520X-51/56520X-El/S6520X-HI
supports secure boot with multiple methods
to ensure the switch boots from a legit
image.

0&M

Port Mirroring

H3C S6520X-S1/56520X-E1/56520X-HI
supports local port mirroring on the switch,
and Remote Switched Port Analyzer (RSPAN)
for remote port mirroring. It supports total
seven mimoring groups including local and
remote ones.

4.1.13

DAI

H3C S$6520X-SI/56520X-E1/S6520X-HI
supports Dynamic ARP Inspection (DAI) to
prevent man-in-the-middle attacks and
theft on authorized users’ information. The
device validates ARP packets' source IP,
source MAG, VLAN ID and interface with the
binding table (static or DHCP snooping) for
forwarding.

SAVI
With the Source Address Validation

Improvements (SAVI) feature, the S6520X-SI/
S6520X-E1/S6520X-HI switch is able to check
the validity of the source addresses in the
Neighbor Discavery (ND) packets, DHCPv6
packets, and IPv6 data packets. The S6520X-
SI/56520X-E1/S6520%-HI switch is able to

© 2022 Tolly Enterprises, LLC

NOA

H3C S$6520X-51/56520X-El/56520X-HI
supports Network Quality Analyzer (NQA) for
network connectivity monitoring.

iNQA

H3C S6520X-S1/56520X-EI/S6520X-HI
supports Intelligent Network Quality
Analyzer (iINQA) which uses the actual
service packets to directly measure end-to-
end or hop-by-hop packet loss in a large-
scale IP network.

TWAMP-light

H3C S6520X-SI/56520X-EI/S6520X-HI
supports TWAMP-light for round trip latency,
jitter and packet loss monitoring.

Tolly.com
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Encrypted Traffic Analysis

H3C S6520X-S1/56520X-El/S6520X-HI can
interoperate with third-party tools such as
the VIEWINTECH ENS system for encrypted
traffic analysis.

Threat Deception

H3C S6520X-51/56520X-El/S6520X-HI
supports threat deception to redirect
network scan traffic of the configured subnet
toadecoyaddress.

NetStream

H3C S6520X%-EI/S6520X-HI QC and HC
models support NetStream when the FPGA
card is plugged into the sub-card slot. The
NetStream feature supports IPv4 and IPv6
flow traffic statistics monitoring with the
configured sampling ratio.

Cloud Management

H3C S6520X-51/56520X-El/S6520X-HI can be
managed by H3C hosted cloud
management platform Cloudnet
(cloudnet.h3c.com) from anywhere.

EScan

H3C S6520X-SI/S6520X-E1/S6520X-HI C and
F models provide a slot for an X86 sub-card.
Administrators can install Linux on the sub-
card and then install the H3C EScan
component. The Escan component can scan
endpoints in a specified subnet.

ITp

H3C S6520X-S1/56520X-El/S6520X-HI
supports Zero Touch Provisioning (ZTP) with
a DHCP option specifying the TFTP server
address and the configuration file on the
TFTP server.

Page 10 of 21
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;-D -ﬂ H3C S6520X-S1/S6520X-EI/S6520X-H| Series Switch

Tolly.
H3C 56520X-51/56520X-El/S6520X-HI Series Intelligent 10GE Switch
Tolly Verified Features - Part 1 of 5
IRF : :
b - A S : BFD for IPv6 Routing Protocols
IRF Stacking Bandwidth : BFD for static route: 16.3ms failover time
$6520%-SI: up to 240Gbps stacking bandwidth with 6*40GE v o BFD for RIPng FRR: 13.2ms failover time
v stacking links BFD for OSPFv3 FRR LFA: 12.3ms failover time

BFD for IS-IS IPv6 FRR LFA: 12.2ms failaver time

$6520X-EI/56520%-HI: up to 500Gbps stacking bandwidth with BED for BGP4+ FRR: 12.1ms failaver time

S*IUOGE stacklng lmks

l.oad Balancmg between Stackmg Links OSPF Fast Re-route {FRR)

When switches are stacked with multiple stacking links, traffic
between the stack members is load balanced between stacking
links

Pollcy Route

Equal cost Multl path Routmg {ECMP)

Single-point Management

i P Fragmentatlon and Heassambly
v i Administrators can connect to any one of the stack members to B y
i manage the entire stack Multicast Features

Layer 2 Features IPv4 [GMP Snooping for Layer 2 Multlcast

STPIRSTPIMSTPIPVST IPv6 MLD Snooplng for Layer 2 Multlcast
ERPS
IPv4 IGMP and PIM for Layer 3 Multicast
<50ms fallovertlme
i RRPP
v o IPv6 MLD and IPvé PIM for Layer 3 Multicast
; <SDms fallovertlme
smartlink
v o VXLAN
; <50ms farlovertrme
: LIn'k Aggregatlon ngh Avallablhty o L2 and L3 Connectivity over VXLAN with the Centralized
¢ with link aggregation from the IRF stack members to the uplink or Gateway
v downlink device, traffic Is load balanced between the IRF ey &
members. When one IRF member is rebooted or one link in the v |-2 and |-3 CO““ECtiV'tY over VXLAN W'th the EVPN
aggregatlon gmup is shutdown, there is 0 packet Ioss Control Plane and Distributed Gateways
i VLAN
v o
The device supparts 4,094 VLANs Pl
Layer 3 Features v MPLS L2VPN
. BFDhrVRRb — S Y
¥ ~13ms fallovertlme with 3ms BFD mterval ¥ 4.1.10 MELZ ESVEN
BFD for va4 Routmg Protocols
i BFD for static route: 12.4ms failover time
v | BFD for RIP FRR: 14.2ms failover time v MPLS BFD
i BFD for OSPF FRR LFA: 11.3ms failover time e.g. fast detect MPLS L2VPN PW connectivity failure
BFD for IS-1S FRR LFA: 11.6ms failover time i
BFD for BGP FRR: 14.9ms failover time
Source: Tolly, December 2021 Table 7

© 2022 Tolly Enterprises, LLC Tolly.com
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About the H3C S6520X-El & S6520X-HI
configuration guides

The H3C S6520X-El & S6520X-HI configuration guides describe the software features for the H3C
56520X-El & S56520X-HI Switch Series, and guide you through the software configuration
procedures. These configuration guides also provide configuration examples to help you apply the
software features to different network scenarios.

Configuration guide Content

Describes how to use the command line interface of the switch, log in
to and set up the switch, and use the basic management functions.
This guide includes:

e CLI
* RBAC

¢ Login management (login methods including CLI and SNMP, and
user interface configuration and access control)

+ FTPand TFTP

Fundamentals Configuration Guide o  File system management
+  Configuration file management
+  Software upgrade

« |SSU

+  Device management
L [

s«  Python

¢ Automatic configuration

Describes the H3C proprietary Intelligent Resilient Framework (IRF)
technology, which provides data center class availability and
; : ; scalability. IRF creates a fabric from multiple switches. The switches
gﬁﬂ‘:’ Tachaslogias Gonfiguration that form the IRF fabric work in 1:N redundancy and appear as one
unit in the network. IRF improves management efficiency and
streamlines network topologies. It is suitable for highly reliable
enterprise networks and data centers.

Covers Layer 2 technologies and features used on a LAN switched
network, such as VLAN technology, port isolation, and spanning tree.
You can use these features to divide broadcast domains, remove
Layer 2 loops, isolate users within a VLAN and so on. This guide
includes:

¢  Ethernet interface

. Loopback, null, and inloopback interfaces

¢  Bulk interface configuration

¢  MAC address table and MAC Information
Layer 2—LAN Switching «  Ethernet link aggregation
Configuration Guide e Portisolation

¢ Spanning tree

+ Loop detection

4.1.4 VLAN (including VLAN, super VLAN, private VLAN, and voice
gl VLAN)

¢« MVRP

+ QinQ

¢« VLAN mapping
« LLDP
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Configuration guide Content
e L2PT

Describes how to configure ARP, IP addressing, IP performance
optimization, IP forwarding basics, IPv6 basics, DHCP, DNS, UDP
helper, and DHCPv6. This guide includes:

¢ ARP (including gratuitous ARP, proxy ARP, ARP snooping, and
ARP direct route advertisement)

+ |IP addressing
¢ DHCP (including DHCP overview, DHCP server, DHCP relay
agent, DHCP client, DHCP snooping, and BOOTP client)
¢  DNS (including DDNS)
+ |P forwarding basics (including basic IP forwarding on the device
and load sharing)
Layer 3—IP Services Configuration e  Fast forwarding

Guide «  Adjacency table
. IRDP
* |P performance optimization
e  UDP helper

e  Basic IPv6 settings

¢« DHCPV6 (including DHCPV6G overview, DHCPV6 server, DHCPVv6
relay agent, DHCPV6 client, and DHCPv6 snooping)

s  |Pv6 fast forwarding
¢  Tunneling

« GRE

¢ HTTP redirect

Covers the routing technologies for IPv4 and IPv6 networks of
different sizes, route filtering. This guide includes:

*  Basic IP routing
e  Static routing

. RIP

e OSPF
Layer 3—IP Routing Configuration  * IS-1S
Guide + BGP

+  Policy-based routing

+  |Pv6 static routing

« RIPng

¢ OSPFv3

*  |Pv6 policy-based routing
* Routing policy

Covers Layer 2 and Layer 3 multicast protocols.
This guide includes:

o Multicast overview

+  IGMP snoaping

«  PIM snooping

¢ Multicast VLAN

IP Multicast Configuration Guide ¢ Multicast routing and forwarding
+ IGMP
PIM

419 [wmsop | |
¥ MLD snooping
e |Pv6 PIM snooping Té ia %g FUNf I?)tl:l!
e |Pv6 multicast VLAN
TURN O Sm cO.,LD.
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Configuration guide

MCE Configuration Guide

ACL and QoS Configuration Guide

Security Configuration Guide

Content

*  |Pv6 multicast routing and forwarding
e« MLD

e IPV6PIM

Describes the application scenarios, fundamentals, and configuration
of MCE.

Describes how to classify traffic with ACLs, and allocate network
resources and manage congestions with QoS technologies to improve
network performance and network use efficiency. You can use ACLs
to help other function modules (such as QoS and IP routing) classify or
filter traffic. This configuration guide includes:

ACL

QoS (including QoS overview, QoS policy, priority mapping,
traffic policing, GTS, and rate limit, congestion management,
traffic filtering, priority marking, nesting, traffic redirecting, global
CAR, class-based accounting, and appendixes)

+  Data buffer
« Timerange

Covers security features. The major security features available on the
switch include: identity authentication, secure management, and
attack protection. This guide includes:

= AAA

e 802.1X

«  MAC authentication
«  Portal authentication
*  Web authentication
¢ Triple authentication
s  Port security

¢ User profile

e  Password control

¢«  Keychain

¢  Public key management

. PKI
o IPsec, IKE, and IKEv2
e SSH
¢« SSL

«  Aftack detection and prevention
e«  TCP attack prevention

«  |P source guard

*«  ARP attack protection

¢  ND attack defense

« UuRPF

« SAvVI

« MFF

¢  Crypto engine
« FIPS

4.1.15

High Availability Configuration

Guide

Describes high availability technologies and features available on the
switch for failure detection and failover, Fallure detection technologies
focus on fault detection and isolation. Failover technologies focus on
network recovery. This guide includes:

¢  Ethernet OAM
« CFD

+« DLDP
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Configuration guide

Network Management and
Monitoring Configuration Guide

OpenFlow Configuration Guide
VXLAN Configuration Guide
EVPN Configuration Guide

Service Chain Configuration Guide

Acronyms

Content

* RRPP

« ERPS

¢  SmartLink
«  Monitor Link
+ VRRP

« BFD

¢ Track

¢  Process placement

Describes features that help you manage and monitor your network,
for example, manage system events, and test netwark connectivity.

This guide includes:

*  System maintenance and debugging (ping, tracert, and system

debugging)
« NQA
¢  NTP (including SNTP)
«  SNMP
" 4.1.23
« EventMl
+ NETCONF
e  SmartMC
¢« CWMP
« EAA

¢  Process monitoring and maintenance

s Mirroring (including both port and flow mirroring)
« sFlow

+ Information center

e  Packet capture

Describes the application scenarios, fundamentals, and configuration
of OpenFlow.

Describes the application scenarios, fundamentals, and configuration
of VXLAN.

Describes the application scenarios, fundamentals, and configuration
of EVPN.

Describes the application scenarios and fundamentals of service
chains.

Lists the significant acronyms in the configuration guides.
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Protocol-based VLANs

The protocol-based VLAN feature assigns inbound packets to different VLANs based on their
protocol types and encapsulation formats. The protocols available for VLAN assignment include IP,
IPX, and AT. The encapsulation formats include Ethernet Il, 802.3 raw, 802.2 LLC, and 802.2 SNAP.

This feature associates the available network service types with VLANs and facilitates network
management and maintenance.

Layer 3 communication between VLANs

Hosts of different VLANs use VLAN interfaces to communicate at Layer 3. VLAN interfaces are
virtual interfaces that do not exist as physical entities on devices. For each VLAN, you can create
one VLAN interface and assign an IP address to it. The VLAN interface acts as the gateway of the
VLAN to forward packets destined for another IP subnet at Layer 3.

Protocols and standards

IEEE 802.1Q, /EEE Standard for Local and Metropolitan Area Networks: Virtual Bridged Local Area
Networks

Configuring a VLAN

Restrictions and guidelines

4.1.16

As the system default VLAN, VLAN 1 cannot be created or deleted.

Before you delete a dynamic VLAN or a VLAN locked by an application, you must first remove
the configuration from the VLAN,

Creating VLANSs

1.

Enter system view.
system-view
Create one or multiple VLANSs.
o Create a VLAN and enter its view.
vlan vian-id
o Create multiple VLANs and enter VLAN view.
Create VLANS.
vlan{vlan-id-list | all}
Enter VLAN view.
vlan vlan-id
By default, only the system default VLAN (VLAN 1) exists.
(Optional.) Set a name for the VLAN.
name text

By default, the name of a VLAN is VLAN vlan-id. The vian-id argument specifies the VLAN ID in
a four-digit format. If the VLAN ID has fewer than four digits, leading zeros are added. For
example, the name of VLAN 100 is VLAN 0100.

(Optional.) Configure the description for the VLAN. p— f % ' - L#F{ SR
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Manual mode

Use manual mode when only IP phones access the network through the device, as shown in Figure
14. In this mode, ports are assigned to a voice VLAN that transmits voice traffic exclusively. No data
traffic affects the voice traffic transmission.

You must manually assign the port that connects to the IP phone to a voice VLAN. The device uses
the source MAC address of the received voice packets to match its OUI addresses. If the match
succeeds, the device issues ACL rules to set the packet precedence.

To remove the port from the voice VLAN, you must manually remove it.

Cooperation of voice VLAN assignment modes and IP
phones

Some IP phones send out VLAN-tagged packets, and others send out only untagged packets. For
correct packet processing, ports of different link types must meet specific configuration requirements
in different voice VLAN assignment modes.

4.1.16 |If an IP phone sends out tagged voice traffic, and its access port is configured with 802.1X
authentication, guest VLAN, Auth-Fail VLAN, or critical VLAN, VLAN IDs must be different for the

following VLANS:

e  Voice VLAN.
e PVID of the access port.
e 802.1X guest, Auth-Fail, or critical VLAN.

If an IP phone sends out untagged voice traffic, the PVID of the access port must be the voice VLAN.
In this scenario, 802.1X authentication is not supported.

Access ports do not transmit tagged packets.
Configuration requirements for transmitting tagged voice traffic

Portlink Voice VLAN . .
Configuration requirements

type assignment mode
Automatic The PVID of the port cannot be the voice VLAN.
Trunk —— The PVID of the port cannot be the voice VLAN.
The port must forward packets from the voice VLAN.
Automatic The PVID of the port cannot be the voice VLAN.
Hybrid The PVID of the port cannot be the voice VLAN.
Manual The port must forward packets from the voice VLAN with VLAN

tags.

Configuration requirements for transmitting untagged voice traffic
When IP phones send out untagged packets, you must set the voice VLAN assignment mode to

manual.
Table 2 Configuration requirements for ports in manual mode to support untagged voice
traffic

Pt link Configuration requirements

type

Access The voice VLAN must be the PVID of the port. .

Trunk The voice VLAN must be the PVID of the port. E g fa S E 4 8{3 NON
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Configuring OpenFlow

About OpenFlow

4.117

OpenFlow is the communications interface defined between the control and forwarding layers of a
Software-Defined Networking architecture. With OpenFlow, you can perform centralized data
forwarding management for physical and virtual devices through controllers.

OpenFlow network components

OpenFlow separates the data forwarding and routing decision functions. It keeps the flow-based
forwarding function and employs a separate controller to make routing decisions. An OpenFlow
switch communicates with the controller through an OpenFlow channel. An OpenFlow channel can
be encrypted by using TLS or run directly over TCP. An OpenFlow switch exchanges control
messages with the controller through an OpenFlow channel to perform the following operations:

»  Receive flow table entries or data from the controller.

*  Report information to the controller.

Unless otherwise stated, a switch refers to an OpenFlow switch throughout this document.
Figure 1 OpenFlow network diagram

Switch
OpenFlow
OpenFlow channel ‘,___RFP_‘PEQL__
SSL
Controller
Flow table

85 b

OpenFlow switch

OpenFlow switches include the following types:
¢  OpenFlow-only—Supports only OpenFlow operation.

¢  OpenFlow-hybrid—Supports both OpenFlow operation and traditional Ethernet switching
operation.

OpenFlow port

OpenFlow supports the following types of ports:
e  Physical port—Corresponds to a hardware interface, such as an Ethernet interface. A physical

port can be either an ingress port or an output port. Wg- Mi ™ TURNON
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About NETCONF

4.1.17

N'atwork Configuration Protocol (NETCONF) is an XML-based network management protocol. It
provides programmable mechanisms to manage and configure network devices. Through
NETCONF, you can configure device parameters, retrieve parameter values, and collect statistics.

Using XML as the encoding format, NETCONF messages have strong filtering capability. Each data
item is an element with a fixed name and position. This design provides uniform data access and
retrieval to different devices from the same vendor as well as devices from different vendors. You
only need to define XML mappings between different XML schemas. NETCONF facilitates the
development of a NETCONF-based NMS system for you to configure and manage devices from

different vendors easily and efficiently.

NETCONF structure

NETCONF has the following layers: content layer, operations layer, RPC layer, and transport

protocol layer.

Table 1 NETCONF layers and XML layers

NETCONF
layer

Content

Operations

RPC

Transport
protocol

XML layer

Configuration
data, status data,
and statistics

<get> <get-confi
g>,<edit-config>

<rpc>,<rpc-reply>

In non-FIPS
mode:
Conscle/Telnet/S
SH/HTTPHTTPS
/LS

In FIPS mode:
Console/SSH/HT
TPSITLS

TS

Description

Contains a set of managed abjects, including configuration data,
status data, and statistics. For information about the operable data,
see the NETCONF XML API references for the device.

Defines a set of base operations invoked as RPC methods with
XML-encoded parameters. NETCONF base operations include data
retrieval operations, configuration operations, lock operations, and
session operations. For more information about operations available
on the device, see "Supported NETCONF operations."

Provides a simple, transport-independent framing mechanism for
encoding RPCs. The <rpc> and <rpc-reply> elements are used to
enclose NETCONF requests and responses (data at the operations
layer and the content layer).

Provides reliable, connection-oriented, serial data links.

The following transport layer sessions are available:

In non-FIPS mode:

¢ CLlsessions, including NETCONF over Telnet, NETCONF over
SSH, and NETCONF over console.

¢  NETCONF over HTTP sessions and NETCONF over HTTPS
sessions.

. NETCONF over SOAP sessions, including NETCONF over
SOAP over HTTP and NETCONF over SOAP over HTTPS.

In FIPS mode:

+  Cllsessions, including NETCONF over SSH and NETCONF
over console.

. NETCONF over HTTPS sessions.
. NETCONF over SOAP over HTTPS sessions.
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Overview

gRPC is an open source remote procedure call (RPC) system initially developed at Google. It uses
4117 | HTTP 2.0 and provides network device configuration and management methods that support
multiple programming languages..

gRPC protocol stack layers

Figure 1 gRPC protocol stack layers

Content layer

gRPC layer

HTTP 2.0 layer

TLS transport layer

TCP transport layer

The following describes the gRPC protocol stack layers from the bottom to the top:

TCP transport layer—Provides connection-oriented reliable data links.

TLS transport layer—Provides channel encryption and mutual certificate authentication. This
layer is optional.

HTTP 2.0 layer—Carries gRPC. This layer features in header field compression, allowing
multiple concurrent exchanges on the same connection, and flow control.

gRPC layer—Defines the interaction format for RPC calls. Public proto definition files such as
the grpc_dialout.proto file define the public RPC methods.

Content layer—Carries encoded service data. This layer supports the following encoding
formats:

o Google Protocol Buffer (GPB)—High-efficient binary encoding format. This format uses
proto definition files to describe the data structure for encoding. Compared with JSON,
GPB has a higher data transmission performance.

o JavaScript Object Notation (JSON)—Lightweight data exchange format. It uses a text
format independent of the encoding language to store and represent data, which can be
easily read and compiled.

If service data is in JSON format, you can use the public proto flies rather than the protocol
files of the service modules to decode the data.

For service data to be correctly decoded, make sure the device and the collectors use the
same proto definition files

Network architecture

As shown in Figure 2, the gRPC network uses the client/server model. It uses HTTP 2.0 for packet
transport.
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Configuring Web login

4.1.23

The device provides a built-in Web server that supports HTTP 1.0, HTTP 1.1, and HTTPS. You can

use a Web browser to log in to and configure the device.

HTTPS uses SSL to ensure the integrity and security of data exchanged between the client and the
server, and is more secure than HTTP. You can define a certificate-based access control policy to

allow only legal cli_ents to access the Web interface.

Web login is disabled by default. To configure Web login, you must first log in through the console

port.

Configuring HTTP login

Step

1. (Optional.) Specify a fixed
verification code for Web
login.

2, Enter system view.
3. Enable the HTTP service.

4. (Optional.) Specify the HTTP
service port number.

5. (Optional.) Set the idle
timeout for Web
connections.

6. (Optional.) Specify the
maximum number of online
HTTP users.

7. (Optional.) Enable Web
operation logging.

8. Create alocal user and enter
local user view.

9. Configure a password for the
local user.

¢« O
TS
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Command

web captcha verification-code

system-view

ip http enable

ip http port port-number

web idle-timeout minutes

aaa session-limit htp
max-sessions

webui log enable

local-user user-name [ class
manage ]

password [ { hash | simple }
password )
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Remarks

By default, no fixed verification
code is configured. A Web user
must enter the verification code
displayed on the login page at
login.

N/A

By default, the HTTP service is
disabled.

The default HTTP service port
number is 80.

By default, the Web connection
idle timeout timer is 10 minutes.

The default maximum number is
32.

Changing this setting does not
affect users who are currently
online. If the new setting is less
than the number of online HTTP
users, no additional HTTP users
can log in until the number drops
below the new limit.

For more information about this
command, see Security
Command Reference.

By default, Web operation logging
is disabled.

By default, no local user is
configured.

A password is saved in hashed
form.

By default, no password is
configured for a local user. The
local user can pass authentication
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3 Accessing the switch for the first time

Connecting the switch to a configuration terminal

The S6520X-30QC-El, S6520X-54QC-El, $6520X-30HC-E|, $6520X-54HC-El, S6520X-30QC-HI,
56520X-54QC-HI, $6520X-30HC-HI, and S6520X-54HC-HI switches each provide a serial console
port and a micro USB console port for connecting to a configuration terminal. If you connect
configuration terminals to both ports, only the micro USB console port is effective.

The §6520X-30HF-El, S6520X-54HF-El, $6520X-30HF-HI, and $6520X-54HF-HI switches each
provide only a serial console for connecting to a configuration terminal.

In Figure3-1, the switch is connected to a configuration terminal (PC as an example) from the serial

console port.

Figure3-1 Connecting the switch to a configuration terminal

As shown in Table3-1, three types of console cables can be used for connecting the switch to a
configuration terminal. As a best practice, use a serial console cable for connection. The switch is not
provided with a serial console cable or a micro USB console cable. Purchase a serial console cable

from H3C or prepare a micro USB console cable yourself.

Table3-1 Connection methods and console cables

Connection
method

Using the serial
console port for
connection

Applicable
switch models

All S6520X-El
and S6520X-HI
models

Console cable
type

DB9-to-RJ45
console cable

USB-to-RJ45
console cable

Configuration
terminal-side
connector

DB-9 female
connector

USB connector

Switch-side
connector

RJ-45 connector

RJ-45 connector

4.1.24

Using the micro
USB console port
for connection

56520X-30QC-El
S6520X-54QC-El
S6520X-30HC-EI
86520X-54HC-EI
56520X-30QC-HI
$6520X-54QC-HI
S6520X-30HC-HI

Micro USB console
cable

USB connector

3-1

Micro USB
connector
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Preparing for maintenance

1. Obtain the network topology graph and data plan (including interfaces, VLANs, and IP
addresses) and paste them at a place where it can be seen easily.

2. Prepare the tools and cables that might be required for maintenance. See Table 1.

Table 1 Tools and cables for maintenance

Item Description

4.1.24

Cables "

Maintenance terminal

Aucxiliary instruments and
meters .

Other tools .

One serial console cable—Log in to the device from the console
port. You can purchase a DB9-to-RJ45 console cable or)
USB-to-RJ45 console cable from H3C. To use a USB-to-RJ45
console cable, first download the USB-to-RJ45 console driver
from the H3C official website and install it on the configuration
terminal,

Two straight-through network cables—Debug management
network ports or other services.

Extension cable connectors, which are used to extend cables
when their length is not enough.

Optical fibers and SFP/SFP+IQSFP+/QSFP28/CFP2
transceiver modules or cables—Connect to the peer device.

Typically, a maintenance terminal is a laptop used to install the serial
communication software for device login.

Optical power meter—Test optical power and receiving
sensitivity for fiber ports.

Hygrothermograph—Test the temperature and humidity of the
environment and fan outlet.

Detachable wrench—Install, remove, or secure some service
modules.

Cleaning box for optical fiber end faces.

Connector cleaning rod.

Cable tie (cable clamp).

Screwdrivers—Phillips screwdrivers and flat-head screwdrivers.
Diagonal pliers.

3.  Obtain contact information of H3C Support.

4. Access the H3C official website to apply for a user account. You can use the user account to
browse or download product documents.

The command output in this document is for your reference only.
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2 Chassis views

S6520X-30QC-E| & S6520X-30QC-HI

Figure2-1 Front panel

4.1.25

(1) SFP+ port (2) SFP+ port LED

(3) Management Ethernet port (4) Console port (CONSOLE)
(5) Micro USB console port (6) Mode LED (MODE)

(7) USB port (8) Mode button

(9) System status LED (SYS)

(10) Expansion card 2 status LED (SLOT2)

(11) Expansion card 1 status LED (SLOT1)

(12) Power supply 2 status LED (PWR2)

(13) Power supply 1 status LED (PWR1)

(14) QSFP+port LED

(15) QSFP+ port

(16) Management Etharnet port LED (ACT/LINK)

Figure2-2 Rear panel
o e

(1) Grounding screw

(3) Expansion card 1 (SLOT1)
(5) Fan tray 2 (FAN2)

(7) Power supply 2 (PWR2)

(2) Fan tray 1 (FAN1)
(4) Expansion card 2 (SLOT2)
(8) Power supply 1 (PWR1)

The S6520X-30QC-El and S6520X-30QC-HI switches come with power supply slot PWR1 empty
and power supply slot PWR2 installed with a filler panel. You can install one or two power supplies for
the switch as required. In Figure2-2, two PSR250-12A1 power supplies are installed in the power
supply slots.

The S6520X-30QC-El and S6520X-30QC-HI switches come with the two fan tray slots empty. You
must install two fan trays of the same model for the switch. In Figure2-2, two LSWM1FANSCBE fan
trays are installed in the fan tray slots.

The §6520X-30QC-El and S6520X-30QC-HI switches come with a filler panel in each expansion

slot. You can select expansion cards for the switch as required. In Figure2-2, two LSWM4SP8PM

interface modules are installed in the expansion slots. ik
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Installing the switch in a 19-inch rack |4.1.27
Installation methods
Table2-2 Installation methods
Installation " Applicable Installation
method Requirements and guidelines switch models  procedure
+  Select an installation position for the
front mounting brackets as required:
near the power supply side or port
in e R R e S6520X-30HF-EI  See .
§ Rack-mounting
Using front *  Make sure the distance between the =~ S8520X-54HF-El the switch by
mounting brackets front rack posts and front door is equal  gg520X-30HF-HI  using front
to or greater than 130 mm (5.12 in). mounting
-54HF- "
¢  Make sure the distance between the S6520X-54HF-HI  prackets.
front rack posts and rear door is equal
to or greater than 410 mm (16.14 in).
¢  Select an installation position for the
front mounting brackets as required:
near the power supply side or port
side.
+ Install the rear mounting brackets
based on the rack depth (distance
between the front and rear rack posts).
P See
o Ifthe rack depth is in the range of "Rack-mounting
Using front and rear 327 to 494 mm (12.8? to 19.45in), All S6520X-El and the switch by
mounting brackets orient the rear mounting brackets ~ S6520X-HI using front and
with the wide flange inside the rack. models

o Ifthe rack depth is in the range of
172 to 339 mm (6.77 to 13.35in)
and the distance from the rear rack
posts to the inner surface of the
cabinet door is greater than 153
mm (6.02 in), orient the rear
mounting brackets with the wide
flange outside the rack.

e  Select an installation position for the
front mounting brackets as required:

Using front near the power supply side or port
mounting brackets side. ? a 2
?:ildk?tn extension Make sure the distance between the

front and rear rack posts is in the range
of 650 to 850 mm (25.59 to 33.46 in).

All S6520X-El and

S6520X-HI
models

rear mounting
brackets."

See
"Rack-mounting
the switch by
using front
mounting
brackets and
extension
brackets and
rails."

(D) IMPORTANT:

For the rack doors to close easily after switch installation, make sure the distance requirements

described in Table2-2 are met.
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'H3C Oasis Cloud Platform

Overview 4.1.28

'H3C Oasis platform is a H3C-proprietary comprehensive operation management and maintenance platform.
It is also a light-weight and multi-service platform to manage network and provide powerful O&M for small
‘business. It uses Kubernets for containerized applications and a fully distributed architecture to provide
‘management of networks, terminals, users and service enabling features. With management and monitoring
‘of multiple network services, the platform breaks the data barriers between services caused by isolated and
Vertical service deployment.

The Qasis platform can be delivered as a public cloud service or private cloud service.

Cloud Connect+

i}
¢]

i j Multi-service convergence

Easier 020 i

H3C Qasis platform

Features

Multi-portal and multi-scenario management

The Oasis platform is able to manage various wireless devices and provide multlple porta1 for different user
roles to deliver services together with network devices. It provides the fol?' | TURNON
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QUOTATION / Tusiuasian

TOS-F-5A-03-Rev.00

T@ S TURN ON 19893 withwiadlun vawa solw ouandlyn woasandl sl

SOLUTION  njumwuwiuas 10220
; T3 02-049-0575-6 win< 02-049-0577
'Llni"i;l"‘lﬂ Lﬁ%uaaﬂqjg{fu 'i'l,’lﬁﬂ auUszdAaliums 0-1055-58094-40-0 www.turnonsolution.co.th,

Name/daf{fnda: dninsududiunisdaussquuasiingsanis (eafnisumvy) Date/3ui : 10-01-23
Company/u3¥n: dninrududiunisiassguuarinisanis (2aAn1samIvY) Telephone/InsdAwi :
Nk : awnaLRasIEmaed Tull 25,26 giln w2, Tluazd2 il 989 auuwszT 1

wasunuiu wadvudu 10330 Fax/In3ens :
Quotation No. TOSQ2212-021 ; E-mail:
Subject/ Tasan1s : \JszmnnméﬂmN%’uuiqtﬁuﬂs:ﬁn%mwm.mmﬁm;md-:unmwaaﬁﬁ’nﬂu Version

Unit Price

1 3 H3C 56520X-30QC-El Ethemet Switch (24SFP Plus+2QSFP Plus+2Slot) 2 unit 24890000 497,800.00

Without Power Supplies
2 250W AC Power Supply Module (Power Panel Side Exhaust Airflow) q unit 14,800.00 : 59,200.00
3 Fan Module (Fan Panel Side Exhaust Airflow) 4 unit 9.550.00 38,200.00
q 40G QSFP+Cable 3M 2 unit 16,500.00 33,000.00
5 1000BASE-T SFP 2 unit 5,350.00 10,700.00
6 SFP+DAC Cable 1CG 4 unit 3,900.00 15,600.00
7 Service Installation . 1 Job 36,500.00 36,500.00

30 Days Credit 30 Days 30 Doys 1 W
Approved By / I‘Tuqil'ﬁ

Sales Representative / A1uv1y Purchase approved in accordance with this quotation

( (nqﬁﬁé’a%nmu‘lumuaﬁmﬁ)

T

Miss. Numfon Hemmara

Senior Account Manager

numfon hem@tumonsolution.co.th

Tel. 099-287-0847

.

Miss. Numfon Hemmara

Senior Account Manager ( )
numfon hem@tumaonsolution.co.th Purchaser Authorized Signature with Company Seal

o s

Tel. 099-287-0847 annudfdunelunisdedandaumiuan
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